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I N V E S T M E N T A D V I S E R S

Information Technology and the Investment Adviser of Private Funds:
2011 and Beyond: Bracing for the Onslaught

BY JOHN REED STARK

T he year 2011 will dramatically transform the way
that investment advisers of private funds do busi-
ness. This is especially true about how these in-

vestment advisers implement their information technol-
ogy (IT) infrastructure and handle electronically stored
information (ESI).

Many investment advisers, especially those which ad-
vise private funds, will soon have to register and adhere
to substantial recordkeeping and reporting obligations
under The Private Fund Investment Advisers Registra-
tion Act of 2010 (the ‘‘Act’’). This Act is Title IV of the
broader financial market overhaul codified in the July
21, 2010 enactment of the Dodd-Frank Wall Street Re-
form and Consumer Protection Act (‘‘Dodd-Frank’’). In
addition, the U.S. Securities and Exchange Commission
(SEC) is ramping up its enforcement and examination
programs, especially those targeting investment advis-
ers.

From a technological standpoint, the Act will have an
especially dramatic impact on the IT systems of invest-
ment advisers of private funds, many of which will have
to enhance significantly their technological capabilities
or even create a new brand of IT department—one that
can deploy and manage platforms for quicker response
and can enable the investment adviser to demonstrate
and report in real-time its regulatory compliance (which
will range from producing complete records of all types
of employee communications to establishing its actual
fiscal fitness and stability).

John Reed Stark is Managing Director in
charge of the District of Columbia office of
Stroz Friedberg, a digital forensics and eDis-
covery consulting firm. Formerly, Mr. Stark
served for almost 20 years in the Enforcement
Division of the U.S. Securities and Exchange
Commission, the last 11 of which as Chief of
its Office of Internet Enforcement. He has also
served for the past 15 years as an Adjunct
Professor of Law at the Georgetown Univer-
sity Law Center, where he has a taught
several securities regulation courses including
Securities Law and the Internet and Advanced
Securities Regulation.

VOL. 42, NO. 49 DECEMBER 20, 2010REPORT

COPYRIGHT ! 2010 BY THE BUREAU OF NATIONAL AFFAIRS, INC. ISSN 0037-0665

A BNA, INC.

SECURITIES
REGULATION & LAW

!



This article discusses: 1) the IT implications of Dodd-
Frank upon investment advisers of private funds; 2) the
nature of the upcoming new era of SEC scrutiny of in-
vestment advisers of private funds, especially in the IT
realm; and 3) some recommended IT-related steps for
investment advisers of private funds to take to address
the increased SEC focus and new regulatory regime, in-
cluding launching a ‘‘preemptive strike’’ to counter the
anticipated SEC regulatory offensive.

I. The Impact of Dodd-Frank

Dating back to the 1998 bailout of Long-Term Capital
Management and continuing through the failure to de-
tect Barnard Madoff’s massive Ponzi scheme and the
implementation of the Trust Asset Relief Program, poli-
cymakers have argued that U.S. law should require that
investment advisers of private funds register with the
SEC and that the SEC should monitor them, vis-à-vis
rigorous inspections and examinations.

Though private equity funds are typically not inter-
twined with the U.S. financial system in the same man-
ner as traditional hedge funds (which may use short-
selling strategies, trade in complex financial instru-
ments and engage in other transactions perceived to
pose more financial systemic risk), Congress has none-
theless now gathered all types of investment advisers
together under the same new regulatory rubric.

Specifically, in response to concerns that regulators
lack adequate information pertaining to the activities of
private funds, and thus are unable to assess the extent
to which they pose any risk to U.S. financial markets,
the Act eliminates the so-called ‘‘private adviser’’ ex-
emption under the Investment Advisers Act of 1940.1
Instead, the Act requires most investment advisers of
such funds (with the exception of so-called ‘‘family of-
fices,’’ investment advisers of venture capital funds, and
a few others) to register with the SEC by July 21, 2011.2

Not only will OCIE’s upcoming examinations be far

more focused on IT infrastructure but an SEC IT

professional may even accompany an examination

team for on-site visits (or work behind the scenes

providing advice).

This recently enacted regulatory paradigm imposes
substantial new recordkeeping and reporting require-
ments on the private funds that investment advisers
manage and also subjects them to enhanced SEC scru-
tiny and audit. The following are recordkeeping re-
quirements of particular note:

s Records Subject to Examination. The Act subjects
all records of a private fund maintained by an invest-
ment adviser to periodic and special or so-called ‘‘for
cause’’ examination by the SEC, including special ex-
aminations as the SEC may prescribe as necessary and
appropriate in the public interest and for the protection
of investors or for the assessment of systemic risk. The
records subject to examination are not limited to the
records required to be kept by law, and SEC staff will
not limit their examination to only required records;3

s Availability of Records. The Act requires invest-
ment advisers to make available to the SEC or its repre-
sentatives any copies or extracts from such records as
may be prepared without undue effort, expense or de-
lay as the SEC or its representative may reasonably re-
quest;

s Filing of Records. The Act requires the SEC to is-
sue rules4 requiring each investment adviser to a pri-
vate fund to file reports containing such information as
the SEC deems necessary and appropriate in the public

1 The private adviser exemption refers to Section 203(b)(3)
of the Investment Advisers Act of 1940, which exempts from
registration an investment adviser that, during the preceding
12 months, had fewer than 15 clients and neither held itself out
generally to the public as an investment adviser nor acted as
an investment adviser to any SEC-registered investment com-
pany or business development company.

2 Private funds are funds that rely on Sections 3(c)(1) or
3(c)(7) of the 1940 Act to avoid registration as an investment
company. Now, with the enactment of Dodd-Frank, in an effort
to focus its resources on larger investment advisers, the Act in-
creases the asset under management threshold amount that a
manager will be required to have for SEC registration (gener-
ally, a $150 million minimum in assets under management for
advisers solely to private funds and a $100 million minimum in
assets under management for advisers that provide investment
advice to clients including, but limited to, private funds (e.g.,
an adviser who also manages separate accounts). The registra-
tion provisions of the Act must be complied with on or before
July 21, 2011.

3 The Act empowers the SEC to create broad recordkeeping
and reporting requirements for registered investment advisers
to ‘‘private funds.’’ The records that must be maintained by
such an investment adviser, made available for SEC inspec-
tion, and possibly subject to future SEC filing requirements, in-
clude:

s the amount of assets under management and use of le-
verage, including off-balance-sheet leverage;

s counterparty credit risk exposure;
s trading and investment positions;
s valuation policies and practices of the fund;
s types of assets held;
s side arrangements or side letters;
s trading practices; and
s such other information as the SEC, in consultation with

the Council, determines is necessary and appropriate in the
public interest and for the protection of investors or for the as-
sessment of systemic risk. The Act, Section 404.

4 See, ‘‘SEC Proposes New Rules to Improve Oversight of
Investment Advisers,’’ (November 19, 2010) at http://
www.sec.gov/news/press/2010/2010-228.htm.
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interest and for the protection of investors or for the as-
sessment of systemic risk; and

s Data Presentation. How new reporting data must
be presented to the SEC will significantly affect an in-
stitution’s underlying data and application architecture.
For instance, to support the aggregation and cross-
industry analyses that are central to SEC supervision
and regulation, investment advisers of private funds
will inevitably have to present their data in a newly pre-
scribed format. This format will require much more
granular information than previous SEC reporting
specifications.

II. A New Era of Regulatory Scrutiny From the
SEC

In addition to the implications of Dodd-Frank, the
next five to 10 years will likely produce a considerable
increase in SEC Enforcement investigations relating to
investment advisers of private funds as well as a much
more vigorous investment adviser examination pro-
gram. Here is why:

s A Specialized SEC Asset Management Unit. For the
first time in its history, on Jan. 13, 2010, the SEC cre-
ated a specialized enforcement unit solely dedicated to
investment adviser investigations and enforcement ac-
tions (see http://www.sec.gov/news/press/2010/2010-
5.htm). The SEC’s Asset Management Unit, led by two
veteran SEC Enforcement lawyers, Bruce Karpati (from
the SEC’s New York regional office) and Robert Kaplan
(from SEC Headquarters), is already focusing on invest-
ment advisers, investment companies, hedge funds and
private equity funds. The Unit will handle issues such as
disclosure, valuation, portfolio performance, due dili-
gence and diversification, transactions with affiliates,
misappropriation, and conflicts of interest;

s New Whistleblower Provisions. The new whistle-
blower provisions of the Dodd Frank Act reward infor-
mants who provide actionable information with be-
tween 10 percent and 30 percent of any follow-up SEC
recovery over $1,000,000. The provision may also apply
to ‘‘related actions’’ initiated by DOJ or other federal,
state, and foreign law enforcement agencies. Given the
large penalties typically collected for securities viola-
tions committed by investment advisers of private
funds, the new provisions will provide a particularly
powerful incentive for whistleblowers with information
on potential regulatory violations. No investment ad-
viser of private funds is immune from the disgruntled
employees, unhappy investors or portfolio companies,
peeved competitors and the like who are now dramati-
cally incentivized to forward even baseless allegations
to the SEC;

s A Hefty SEC Budget Increase. The Dodd-Frank Act
provides the largest budget increase in the SEC’s his-
tory, preliminarily authorizing a steady series of in-
creased appropriations that will almost double the
SEC’s budget over the next four fiscal years. In addi-
tion, the Act gives the SEC the discretion to tap into a
new $100 million reserve fund—which will be replen-
ished in $50 million annual increments—to supplement
its budget. The new funding will undoubtedly be used to
bolster enforcement efforts, especially potential invest-
ment adviser violations, which the SEC staff has desig-
nated as a top priority. Specifically, the SEC has an-
nounced its plans to hire 800 additional staff members

to help with its investigations into securities fraud and
boost its surveillance capabilities, including 374 em-
ployees in 2011, increasing its overall staff levels to
some 4,200 employees;

s Renewed Focus on Investment Adviser IT Infrastruc-
ture. On Jan. 5, 2010, SEC Chairman Mary Schapiro ap-
pointed Carlo di Florio the new director of the SEC’s
Office of Compliance Inspections and Examinations
(OCIE), the division of the SEC that conducts inspec-
tions and examinations of investment advisers (and
other regulated entities). Di Florio, a seasoned risk
management and regulatory compliance expert, said in
a statement that he will work with OCIE staff ‘‘to
strengthen our examination strategy, structure, training
programs, processes and systems,’’ while also recruit-
ing new colleagues with valuable skills. Recently, Di
Florio began reorganizing OCIE operations to empha-
size investment adviser examinations. Not only will
OCIE’s upcoming examinations be far more focused on
IT infrastructure (especially reviewing emails and other
electronic communications such as postings to social
networking sites by registered persons)5 but an SEC IT
professional may even accompany an examination
team for on-site visits (or work behind the scenes pro-
viding advice). OCIE staff will also likely increase their
use of the recently beefed-up SEC in-house forensics
group to handle large data for examinations, which
means that requests will be much broader and far more
invasive; and

s Increased OCIE Scrutiny for IT-Related Red Flags.
Not only are there now more OCIE examiners than ever
before, the examiners are also much better trained to
identify IT-related red flags, which can prompt and ex-
pand a regulatory examination or inquiry.6 Such red
flags could include:

—Inability to capture, maintain and reproduce elec-
tronic data on a timely basis in a user-friendly format;

— Inadequate monitoring and supervision of commu-
nications (including emails, instant messaging and so-
cial networking sites) among traders, analysts and
other employees;

—Weak privacy protection of internal or outsourced
data;

—Inadequate IT barriers to prevent unlawful insider
trading, including deficient systems identifying and
monitoring traders who use both proprietary and client
accounts and have knowledge of customer-pending or-
ders;

—Weak internal controls and protocols to handle
identity theft;

—Inadequate electronic records and systems relating
to the supervision of outside business activities of regis-
tered persons;

5 ‘‘Americans are increasingly using social media Web sites,
such as blogs and social networking sites, for business and
personal communications. Firms have asked FINRA staff how
the FINRA rules governing communications with the public
apply to social media sites that are sponsored by a firm or its
registered representatives. This Notice provides guidance to
firms regarding these issues.’’ See January 2010 FINRA Guid-
ance on Blogs and Social Networking Web Sites at: http://
www.finra.org/web/groups/industry/@ip/@reg/@notice/
documents/notices/p120779.pdf.

6 For example, today’s examiners would likely dig further if
they found an antiquated dot matrix printer like the one used
for client statements by Bernard Madoff in perpetrating his
Ponzi scheme.
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—Too much cost cutting related to IT and compliance
(which often go hand in hand);

—Poor integration of IT (especially data manage-
ment) after a merger, acquisition or other transforma-
tive corporate event;

—Compliance staff who lack a sophisticated under-
standing of IT; and

—Poor electronic documentation of annual and peri-
odic reviews.

III. A Proposed Preemptive Strike
To prepare themselves for the new era described

above, investment advisers of private funds should: 1)
take serious steps to manage and orchestrate IT im-
provements in the near term; 2) begin their IT planning
now to handle the spate of inevitable OCIE examina-
tions and other potential government inquiries that will
undoubtedly take place during the remainder of this de-
cade; and 3) seize this opportunity to update their elec-
tronic recordkeeping, reporting and monitoring sys-
tems and redouble their efforts in the area of IT-related
regulatory compliance.

Unfortunately, no ‘‘silver bullet’’ technology exists
that can in and of itself enable investment advisers of
private funds to address fully the anticipated and un-
foreseen consequences of SEC registration an their
newly enhanced responsibilities. Most investment ad-
visers are likely to take a multi-phased approach, per-
haps beginning with a tactical assessment of their cur-
rent IT framework and systems, followed by specific
initiatives such as developing data governance frame-
works to improve the data consistency and quality of
their record-keeping and reporting capabilities. Invest-
ment adviser IT departments will also have to grow sig-
nificantly and ramp up their efforts—ultimately becom-
ing partners with their compliance colleagues, and join-
ing in the process of regulatory interaction, planning
and blueprinting to better facilitate a line of defense (or
attack).

Here are some immediate steps that IT departments
of investment advisers of private funds may want to
consider:

s Initiate a Data Warehousing Renovation. The first
step in handling any SEC request (whether in the con-
text of an inspection, examination or investigation) is to
locate all potentially responsive ESI. Failing to produce
even one responsive document can have disastrous con-
sequences for an investment adviser and can transform
a minor SEC examination into a full-scale international
investigation. Yet, as with many SEC requests, the typi-
cal SEC definition of ‘‘documents’’ is extraordinarily
broad, complicated and confusing—and with respect to
responsive data, the reality for most investment advis-
ers is that their officers and employees simply don’t
know what they have or don’t have. Moreover, nowa-
days, many SEC ‘‘document requests’’ often go much
further—demanding identification of the methodology
(including search terms) used to locate responsive ESI
and even demanding inventory lists of the type of me-
dia searched, including ‘‘local’’ media (i.e. external
hard drives, thumb drives, cellular phones, or other de-
vices not residing on a network), back-up media, off-
site media and any other nontraditional places which
might warehouse ESI.

Handling offshore data can be even more perilous.

Today’s investment advisers travel to, and handle

ESI in, the far reaches of the world, where the

violation of a privacy law can result in serious

sanctions and border-crossing issues.

Yet ESI resides everywhere for most investment
advisers—from file cabinets, closets and document
warehouses to desktop computers, laptop computers,
thumb drives, cell phones, SharePoint, databases and a
myriad of other locations. In light of an active and ag-
gressive SEC, together with the substantial securities
regulation overhaul of Dodd-Frank, an investment ad-
viser’s mountain of unorganized data could trigger in-
creased OCIE scrutiny and perhaps even an SEC en-
forcement referral. Therefore, investment advisers
should immediately assess the effectiveness and effi-
ciency of their current data handling practices. Then in-
vestment advisers should ‘‘map’’ their data by function
and/or location and implement new data warehousing
policies and procedures so that they can effectively re-
spond to any regulatory inquiry.

Investment advisers should also enhance their IT
data management systems so that they can provide re-
port submissions and responses to SEC queries that are
more detailed, more accurate, more compelling and less
likely to spark costly (and preventable) regulatory ques-
tions, concerns or even deficiencies.

s Protect Against Identity Theft. An investment ad-
viser must implement external data protection proto-
cols and systems that evidence a strong commitment to
protect its clients from identity theft. An investment ad-
viser also must draft a well-crafted protocol to preserve
data and respond to any attack on customers’ person-
ally identifiable information (PII), also known within fi-
nancial institutions as non-public personal information
(NPI). Identity theft affects thousands of individuals ev-
ery year. From stolen credit card numbers and bank ac-
count information to social security numbers and pass-
words, PII is increasingly sold on the black market for
fraud and profit. Drafting a protocol to defend against
online scams is not easy because they come in a variety
of forms: phishing (where emails seemingly sent from
legitimate organizations dupe users into surrendering
PII), pharming (where poisoned DNS servers seam-
lessly redirect user browsing activity to criminally con-
trolled sites for PII harvests), and IP spoofing (where
hackers modify message packet headers to mirror
trusted host IP addresses and thereby gain unautho-
rized access to company computers to harvest PII).

When hit by identify theft schemes, investment advis-
ers not only incur the wrath of their customers and em-
ployees who lost PII, they also suffer lost revenue, pro-
ductivity, reputational value, and good will among in-
vestors. Consequently, when struck by an incident of
possible identity theft, an investment adviser must take
special care to:

1) rapidly respond to remediate existing vulnerabili-
ties and implement processes designed to proactively
prevent future theft;
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2) employ suspect identification methods through
packet header analysis, anomalous Domain Name Sys-
tem (‘‘DNS’’) pattern detection and the use of other ro-
bust Internet investigative methodologies;

3) employ network and systems analysis to define the
universe of PII victims and the extent of PII stolen; and

4) initiate a post-incident IT infrastructure security
review, design security applications to detect new in-
truders or anomalies, and warn customers of potential
security risks and vulnerabilities.

s Get Private. As the regulatory protections afforded
PII continue to expand, so do an investment adviser’s
risks in acquiring, storing, and transmitting such infor-
mation. Credit card numbers, Social Security numbers,
dates of birth, medical records, and other identifying in-
formation can be housed on servers, laptops, backup
tapes, cell phones and removable media. When such de-
vices or the data on them are misplaced, stolen, or
hacked, an investment adviser’s exposure can be enor-
mous. Costs can cover lost customers, forensic damage
assessments, individual notifications, fines, and credit
monitoring services. Inadequate privacy protections are
particularly important to OCIE examiners who will be
looking carefully for any potential network vulnerabili-
ties, especially if an investment adviser has failed to
adopt policies and procedures reasonably designed to
insure the security and confidentiality of customer in-
formation.7

Handling offshore data can be even more perilous.
Today’s investment advisers travel to, and handle ESI
in, the far reaches of the world, where the violation of a
privacy law can result in serious sanctions and border-
crossing issues. Therefore, investment advisers should
employ data experts who have expertise preparing pro-
tocols consistent with European Union or other ESI pri-
vacy standards and can work to address privacy issues.
Who actually ‘‘owns’’ the data contained in, for ex-
ample, a mobile telephone, or desktop/laptop computer
of an employee (e.g. an investment adviser or its em-
ployee), is not always clear but can trigger serious pri-
vacy regulations.

For instance, as one of its basic principles, the Euro-
pean Union data protection directive, which compels
member nations to enact national data protection laws,
prohibits the processing of personal information with-
out the notice to and consent of the data subject. This
could arguably include the data on a cell phone or lap-

top computer even if that device is owned by a person’s
employer. Even here in the United States, the law is
evolving over whether a user’s personal data contained
on a company computer or network is protected (no
matter what sort of disclaimer a company mandates its
employees to sign or accept as a condition of employ-
ment).

s Choose the Right Monitoring Technologies. Invest-
ment advisers should employ the right technologies to
monitor risks associated with employees, e.g. a robust
system to monitor, supervise and warehouse all elec-
tronic communications of traders, analysts and other
employees (including emails, instant messages and so-
cial networking sites). These information reporting sys-
tems should gel nicely with SEC and other regulatory
systems and allow for real-time responses to SEC and
other regulatory inquiries. Investment advisers also
need to employ the right technology to construct mean-
ingful and effective whistleblower programs and poli-
cies, thereby preventing a small inquiry from turning
into an arguably retaliatory investigation.

s Watch Out for ‘Bad Leavers’ and ‘Bad Stayers.’ Inter-
nal privacy safeguards and protocols can protect an in-
vestment adviser and its clients against so-called ‘‘bad
leavers’’ (departing employees who may cause mis-
chief, including stealing information such as relating to
the firm, its employees, its partners, its clients, etc.).
Such safeguards also can protect against rogue employ-
ees (so-called ‘‘bad stayers’’). These safeguards can in-
clude technological solutions to maintain access to trad-
ers’ personal trading accounts and appropriate techno-
logical barriers to ensure that ‘‘inside information’’ is
maintained in a secure and confidential manner.

s At the First Sign of Trouble, Investigate. Prudent in-
vestment advisers often hire independent consultants to
conduct thorough internal investigations at the first
sign of a problem, on a real time basis (while the ability
to address them internally still exists). This not only al-
lows an investment adviser to get its arms around a
problem quickly, but it may also allow for rapid report-
ing of the conduct to the SEC (ahead of whistleblowers)
which will put a firm in the best position to argue for le-
niency or no sanction at all. A policy of conducting in-
dependent investigations also should satisfy OCIE ex-
aminers who will not only ask specifically about com-
plaints from clients and employees but also about the
policies and procedures in place to address those com-
plaints.

Conclusion
Some investment advisers of private funds may be in-

clined to take a wait-and-see approach before begin-
ning any new technological initiatives to address the
regulatory changes of Dodd-Frank and the heightened
SEC scrutiny. In particular, investment advisers may
want to wait to better understand the new regulatory re-
quirements, to review the new rules that the SEC just
recently proposed8, and to see how the new SEC exami-
nations take shape. This could be a big mistake.

By lingering and failing to make changes now, invest-
ment advisers of private funds could place themselves
at serious risk for compliance deficiencies. If these de-
ficiencies spiral out of control, they could prompt an

7 As privacy concerns across the globe have grown dramati-
cally, so to have the SEC’s concerns, which date back to No-
vember 13, 2000, when the SEC adopted Regulation S-P, a
range of privacy rules promulgated under section 504 of the
Gramm-Leach-Bliley Act. Section 504 required the Commis-
sion and other federal agencies to adopt rules implementing
notice requirements and restrictions on among other financial
institutions, an SEC registered investment adviser’s ability to
protect nonpublic personal information about consumers. Un-
der the Gramm-Leach-Bliley Act, a financial institution must
provide its customers with a notice of its privacy policies and
practices, and must not disclose nonpublic personal informa-
tion about a consumer to nonaffiliated third parties unless the
institution provides certain information to the consumer and
the consumer has not elected to opt out of the disclosure. The
Act also required the Commission to establish for financial in-
stitutions appropriate standards to protect customer informa-
tion. See Final Rule, Privacy of Consumer Financial Informa-
tion, 17 CFR PART 248 , Release Nos. 34-42974, IC-24543, IA-
1883; File No. S7-6-00 at http://www.sec.gov/rules/final/34-
42974.htm (effective Nov. 13, 2000). 8 Id. at note 4.
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SEC Enforcement investigation, stifle a fund’s ability to
attract new investors or even worse, cause existing in-
vestors to flee.

The time is now—not just for investment advisers of
private funds to assess their IT capabilities but also for
them to organize, prepare and initiate new IT plans.
These plans are needed to answer to a new era of in-
creased regulation, unprecedented SEC scrutiny and a
more powerful (and arguably trigger-happy) SEC En-
forcement Division.

Reproduced with permission from Securities
Regulation & Law Report, 42 SRLR 2408,
12/20/2010. Copyright " 2010 by The Bureau of
National Affairs, Inc. (800-372-1033) http://
www.bna.com
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