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SEC Cyber Guidance Sparks Debate on Disclosure
Requirements
By Jill Gregorie March 2, 2018

Recent cyber-security guidance from the SEC and pending legislation have reignited the debate over
companies’ disclosure obligations, sparking questions about how much information firms should provide
about their cyber vulnerabilities, and when they should notify clients of a breach, lawyers say.

Last week, the Securities and Exchange Commission issued new guidance urging firms to provide “accurate
and timely” filings about their cyber-security risks and breaches, particularly if such items could damage the
firm’s business, reputation or relationship with vendors, as reported.

The agency’s two Democratic commissioners immediately criticized the guidance.

On the day of its release, Commissioner Kara Stein questioned whether the recommendations would be
effective in getting firms to share “comprehensive, particularized and meaningful disclosure” with investors.

Commissioner Robert Jackson, meanwhile, stated that the recent guidance “essentially reiterates years-old
staff-level views on this issue.”

He cited a Feb. 16 White House Council on Economic Advisers report, which argued that the SEC’s 2011
guidance contained recommendations that were “too general” and lacked “clear instructions on how much
information to disclose.” The result is seven years of potentially underreported “material” cyber-security risks
that may have compromised investment decisions and undermined broader cyber-protection efforts, the
council’s paper said.

“[E]conomists of all stripes agree that much more needs to be done,” Jackson stated.

Last year, 64 public companies experienced a cyber-security breach, and 21 — or roughly one third —
disclosed the incident in SEC filings, according to Audit Analytics.

The new SEC guidance may not have much of an impact on those figures, because “there’s no bite to it,” says
Valentino Vasi, counsel at Carter Ledyard & Milburn.

“I don’t think there’s anything in this guidance that would prevent the Equifax board from reaching the same
conclusion that they didn’t do anything wrong after their breach,” he says.

Equifax learned of a breach that exposed the personal information of 145.5 million customers in July of last
year, but did not disclose it to the public until six weeks later.

But in offering flexibility, rather than laying out specific procedures or deadlines, the SEC’s 2018 guidance
acknowledges that there can be no “uniform approach” to disclosure requirements, says John Reed Stark,
founder and former chief of the SEC’s Office of Internet Enforcement and president of an eponymous
consulting firm.
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For one thing, it can take time to identify when an unusual occurrence is a “data security incident” as opposed
to just a technological glitch or staffer slip-up, Stark says. Even when a firm confirms that a cyber event is
malicious, it often takes time to investigate the cause and impact before any accurate disclosures can be made
he says.

“There’s nothing nefarious in that notion. I’ve been involved in so many data breaches, and on Monday you
can say [the cause is] alpha but by Friday it turns out to be omega,” Stark says.

Still, the agency has signaled that it expects a formalized chain of communication on such issues.

“It can’t just be, ‘OK, this happened. Let’s reach out to disclosure counsel and see what he or she thinks,'”
Stark says.

The SEC’s Division of Corporation of Finance, the unit responsible for issuing the guidance, says it wanted
to give companies the latitude to tailor their existing practices.

“Highly prescriptive guidance can run the risk of resulting in over-inclusive or under-inclusive disclosures,”
said Shelley Parratt, acting director of the Corporation Finance Division, at the Practising Law Institute’s
2018 SEC Speaks last month.

The division hopes that the guidance will prompt firms to conduct “thoughtful analysis that escalates up the
corporate chain beyond the IT group,” she said. Some companies experience thousands of attempted cyber
attacks each day, and the agency does not want discussions over which breaches are material to occur “on an
ad hoc basis,” she said.

“You have to have policies and procedures. You have to have designated decision-makers. And there needs to
be a process with respect to disclosure,” Stark says.

To prevent firms from withholding information from the public, two members of Congress are working to
enact federal standards that would require firms to notify consumers once a cyber event meets certain
thresholds.

In mid-February, Reps. Blaine Luetkemeyer (R-Mo.) and Carolyn Maloney (D-N.Y.) introduced draft
legislation in the House Financial Services Committee that would require financial institutions to tell the
government about any cyber events that result in “identity theft, fraud or economic loss” to 5,000 or more
consumers “without unreasonable delay.”

By providing explicit conditions under which companies must report a data breach, the draft release “has
teeth, as opposed to the SEC guidance,” says Vasi of Carter Ledyard & Milburn.

Currently, 48 states have laws requiring companies to notify consumers of a data breach within a set time
frame. A federal standard such as the one Leutkemeyer and Maloney proposed could harmonize those
requirements, says Nathan Taylor, a partner at Morrison & Foerster.

But beyond that, Taylor cautions against applying too much of a “one size fits all” approach to cyber-security
regulation.

“Companies and breaches aren’t created equal, so there is no cookie-cutter approach to applying these issues
across the board,” he says.

For one thing, quantifying “material” risks is fraught with difficulties. A company with $1 trillion in assets,
for example, will be impacted by a $1 million breach differently than a firm with $10 million in assets, Taylor
says.

And if the threshold to provide disclosure is set too low, investors may become desensitized to breach
notices, he says.



Ignites is a copyrighted publication. Ignites has agreed to make available its content for the sole
use of the employees of the subscriber company. Accordingly, it is a violation of the copyright
law for anyone to duplicate the content of Ignites for the use of any person, other than the
employees of the subscriber company. 

An Information Service of Money-Media, a Financial Times Company

notices, he says.

“There’s this balancing act where you want prompt notice but you also want to avoid over-notification and
false alarms,” Taylor says.


