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The U.S. Securities and Exchange Commission has just stepped up its 

enforcement efforts for internal cyber-related reporting failures by public 

companies — big time. 

 

To date, given the dearth of SEC enforcement actions charging cyber-

related disclosure failures, commentators typically cite the SEC 

enforcement action against Altaba Inc., formerly known as Yahoo! Inc., as 

the most pertinent precedent and guide for heedful corporate counsel.[1] 

 

But with the recent announcements of two SEC cyber-related 

administrative actions, one involving a cyberattack upon an educational 

services company and the other involving a cyber vulnerability at a financial services firm, 

the SEC has not only moved the playing field, but has also begun a whole new ballgame. 

 

Both matters, which were filed just two months apart from one another, (1) provide a 

harbinger of what to expect from a newly invigorated, and perhaps overly aggressive, SEC, 

and (2) offer some fresh insights on how to counter the inevitable and potentially unmerciful 

SEC post-breach scrutiny of internal cyber-related corporate controls. 

 

Both matters also usher in a new and startling era of SEC cyber-related enforcement. 

 

The SEC will still file a case against a public company even if the company's cyber-related 

internal reporting mistake: (1) was not material, (2) did not involve even a hint of fraud, 

and (3) was not the result of, and did not cause, any sort of data security incident. 

 

This all begs the question: Doesn't the SEC have bigger fish to fry? 

 

Pearson  

 

In re: Pearson PLC involves London-based publisher Pearson PLC, which experienced a 2018 

cyberattack involving the theft of student data and administrator login credentials of 13,000 

school, district and university customer accounts.[2] 

 

Specifically, the Aug. 16 SEC order finds that in its semiannual report, filed in July 2019, 

Pearson referred to a data privacy incident as a hypothetical risk, when, in fact, the 2018 

cyber intrusion had already occurred. 

 

And, in a July 2019 media statement, Pearson stated that the breach may have included 

dates of birth and email addresses — when in fact, it knew that such records were stolen — 

and that Pearson had strict protections in place, when in fact, it failed to patch the critical 

vulnerability for six months after it was notified. 

 

The media statement also omitted that millions of rows of student data, as well as 

usernames and hashed passwords, were stolen. 

 

Pearson's processes and procedures around the drafting of its July 2019 Form 6-K risk 

factor disclosures and its July 2019 media statement failed to inform relevant personnel of 

certain information about the circumstances surrounding the breach. 
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The SEC's order found that Pearson violated Sections 17(a)(2) and 17(a)(3) of the 

Securities Act, which targets misleading statements and omissions,[3] and Section 13(a) of 

the Exchange Act, and Rules 12b-20, 13a-15(a) and 13a-16 thereunder, regarding failure to 

maintain disclosure controls and procedures.[4] 

 

Without admitting or denying the SEC's findings, Pearson agreed to cease and desist from 

committing violations of these provisions and to pay a $1 million civil penalty. 

 

First American  

 

In re: First American Financial Corp. similarly involved certain cyber-related disclosure 

failures and control-related weaknesses.[5] 

 

Specifically, the June 14 SEC order finds that the company was advised in May 2019 by a 

journalist that its "'EaglePro' application for sharing document images related to title and 

escrow transactions" had a vulnerability that exposed 

over 800 million title and escrow document images dating back to 2003, including 

images containing sensitive personal data such as social security numbers and 

financial information. 

 

That evening, the company issued a public statement and, on the next trading day, 

furnished a Form 8-K to the SEC.[6] 

 

However, as it turns out, the company's information security personnel had already 

identified the vulnerability in a report of a manual test of the EaglePro application about five 

months earlier, but failed to remediate it. 

 

The SEC order finds that the information security personnel also failed to apprise senior 

executives about the report, including those responsible for making public statements. 

 

The SEC's order charges First American solely with violating Rule 13a-15(a) of the Exchange 

Act, which involves failure to maintain disclosure controls and procedures.[7] 

 

Without admitting or denying the SEC's findings, First American agreed to a cease-and-

desist order and to pay a $487,616 penalty. 

 

Rule 13a-15(a) of the Exchange Act 

 

Rule 13a-15(a) of the Exchange Act[8] boils down to a simple proposition: Public companies 

must maintain robust disclosure controls and procedures designed to analyze or assess data 

security incidents for potential disclosure in the company's filings. 

 

SEC's February 2018 interpretive guidance on cybersecurity disclosures[9] elaborated, 

stating: 

Controls and procedures should enable companies to identify cybersecurity risks and 

incidents, assess and analyze their impact on a company's business, evaluate the 

significance associated with such risks and incidents, provide for open 

communications between technical experts and disclosure advisors, and make timely 

disclosures regarding such risks and incidents. 



 

The 2018 SEC guidance also recommended ensuring that CEOs and chief financial officers 

are apprised of the company's cybersecurity controls and procedures before making control 

certifications, mandating that senior executives engage information security personnel not 

just on the state of cybersecurity, but also the efficacy of internal communication lines. 

 

Connecting Cybersecurity with Internal Reporting Controls 

 

Given the internal controls charges of both the First American and Pearson matters, the SEC 

appears particularly focused on not just timely disclosure of cybersecurity risks and 

incidents, but has also expanded its enforcement playbook to include reviewing policies, 

practices and procedures pertaining to their escalation to senior management and the 

board. 

 

Along these lines, public companies should expect strict enforcement scrutiny of cyber-

related disclosures, especially failure to implement and maintain internal reporting 

procedures relating to data security incidents. 

 

The SEC has already begun feverishly investigating, in what appears to be a sweep,[10] 

whether companies failed to disclose the effects of the now-infamous SolarWinds Corp. 

cyberattack on their businesses. 

 

The agency has gone so far as to offer amnesty to those who come forward, and warnings 

of potential enforcement actions and steep fines for those who refuse.[11] 

 

The information requests in this possible new enforcement sweep also ask recipients to 

provide information about other compromises, including those that were not disclosed at the 

time. 

 

Although apparently in a preliminary stage, the close timing between the sweep and the 

First American and Pearson actions suggests that the SEC has significantly stepped up its 

policing of cybersecurity disclosures, especially internal reporting controls. 

 

Good Faith Efforts 

 

Some might recommend that employees err on the side of reporting cybersecurity risks or 

incidents up the chain of command, encouraging employees to liberally report cybersecurity 

incidents or risks. But this approach could backfire if not thoughtfully calibrated. 

 

Indeed, it has become increasingly challenging for any company to implement a 

sophisticated and reliable internal reporting system that does not swamp the inboxes of 

senior management, cause excessive management drag and lead to extraordinarily hefty 

legal and compliance costs. 

 

Under any circumstance, inevitably some data security incidents will not receive the proper 

dose of senior executive attention. 

 

But so long as a company remains thoughtful about policies, practices and procedures, 

serious about execution and testing of those procedures, and sincere about commitment, 

defense counsel can argue that any mistake was just that — a mistake, and not evidence of 

neglect, disregard or carelessness. 

 

Above all else, just like they do with financial controls, companies should not only routinely 
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monitor and test whether their internal reporting procedures capture and escalate 

information about cybersecurity risks and incidents, but also implement robust training 

processes and thoughtful, up-to-date documentation of cyber-related reporting lines to 

senior executives. 

 

Not a Surprise 

 

The SEC's evolving focus on controls-related charges in the context of cyber-related 

disclosure failures should come as no surprise. 

 

The SEC's focus is consistent with its published guidance, which emphasizes the need for 

company employees with knowledge of data security incidents and security vulnerabilities to 

escalate that information up the chain to those responsible for making SEC disclosures. 

 

In fact, per the 2018 SEC guidance, the development of effective disclosure controls and 

procedures 

is best achieved when a company's directors, officers, and other persons responsible 

for developing and overseeing such controls and procedures are informed about the 

cybersecurity risks and incidents that the company has faced or is likely to face. 

 

Moreover, in an October 2018 Report of Investigation Pursuant to Section 21(a) of the 

Securities Exchange Act of 1934 Regarding Certain Cyber-Related Frauds Perpetrated 

Against Public Companies and Related Internal Accounting Controls Requirements, the SEC 

emphasized that "all public companies have obligations to maintain sufficient internal 

accounting controls and should consider cyber threats when fulfilling those obligations."[12] 

 

Looking Ahead 

 

My guess is that many companies have experienced the same internal controls failures as 

Pearson and First American, but have just not gotten caught. Let's face the hard facts — 

just about every public company encounters dozens, hundreds or even thousands of data 

security incidents daily. 

 

When data security incidents occur, some poor corporate sap, doomed to be second-

guessed, must then determine where to draw the line on qualitative and quantitative risk, 

deciding everything from which incident warrants escalation to which incident necessitates 

an 8-K filing. 

 

It's a herculean task, but one that has become an integral aspect of data security practices 

in every industry, from health care and financial services to retail and manufacturing. 

 

The sad reality is that whenever a public company experiences a cyberattack, it will need to 

gather its battle gear for a second and even more powerful attack — this time from a 

vigorous and relentless SEC Enforcement Division, increasingly willing to second-guess 

decisions made in good faith. 

 

Victim companies should therefore have their comebacks ready, not just regarding the 

timing and accuracy of a disclosure, but also the policies, practices and procedures for 

reporting and escalating information up the company chain of command. 

 

What's quite unusual about the SEC's cyber-related enforcement efforts is that in First 

American, the SEC did not charge violations under securities disclosure laws, such as 



Sections 10 and 18 of the Exchange Act. 

 

As such, the agency avoided having to establish whether a disclosure was materially 

misleading, or whether the disclosure failure involved scienter or other related culpability of 

the persons making the disclosure. 

 

Given that disclosure controls violations do not require a showing of materiality, even the 

slightest misstep in internal reporting of a cybersecurity vulnerability could lead to an SEC 

enforcement action. 

 

Mandating that companies never make even minor reporting mistakes internally seems not 

just unfair, but contrary to the origins of SEC regulations, which are rooted in notions of 

materiality. 

 

Notably, while the SEC typically expends its resources on matters involving fraud, neither 

the First American nor Pearson SEC actions included allegations of intentional misconduct, 

nor any charges against individuals. 

 

In both actions, the SEC alleged no deception, chicanery or thievery — just bad judgment, 

and failures to maintain adequate disclosure controls and procedures. 

 

Like most corporate internal controls programs, cybersecurity policies, practices and 

procedures are typically made in good faith and lack the kind of obvious misconduct or fraud 

that the SEC typically prosecutes. 

 

Nonetheless, the SEC does not seem to be bothered by the lack of scienter in First American 

and Pearson, and will likely continue with this uniquely nonscienter-based cyber 

enforcement program for at least the next several years. 

 

Along the same lines, there need not occur a data security incident for the SEC to charge 

cyber-related internal reporting violations. 

 

First American did not involve any sort of data security incident, just the potential for one. 

This evidences the SEC's willingness to hold entities accountable for failures to disclose 

known risks or vulnerabilities, even in the absence of an actual data breach. 

 

One last point too often lost in translation: To me, there seems a hint of unfairness where a 

company first suffers as a victim a cyberattack, which will happen to every company, and 

then must spend millions defending itself for not handling the attack properly, which was 

never its intention. 

 

It's akin to when an arsonist burns a house down, and then the county fines the homeowner 

for not removing the remnants and rubble of the fire in a timely and appropriate manner. 

 

Hopefully, the SEC has not forgotten the true villain when contemplating nonscienter 

charges for cyber-related disclosure failures — a ruthless cyberattacker, rarely brought to 

justice or even identified. 

 

Perhaps then, rather than slam a company with an enforcement action, the SEC will, as the 

late legendary SEC Enforcement Division Director and U.S. District Judge Stanley Sporkin 

used to say, opt instead to dole out a little rachmones. 
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